
OUR RESPONSE TO WP29’S GUIDANCE  
REGARDING CONSENT 
ARTICLE 29 WORKING PARTY CONSULTATION REGARDING GUIDANCE ON CONSENT 
UNDER REGULATION 2016/679

The Draft Guidance says:
“…WP29 notes that in a case where the consent sought is to be relied upon by multiple ( joint) controllers or if  the data is to be transferred to 
or processed by other controllers who wish to rely on the original consent, these organisations should all be named. Processors do not need to 
be named as part of  the consent requirements, although to comply with Articles 13 and 14 of  the GDPR, controllers will need to provide a full 
list of  recipients or categories of  recipients including processors. To conclude, WP29 notes that depending on the circumstances and context of  
a case, more information may be needed to allow the data subject to genuinely understand the processing operations at hand. ”  

Our Response
It’s our view that the paragraph above is interpretative overreaching on the part of WP29.

ISSUE 1: INFORMED CONSENT - NAMED THIRD PARTIES

Lack of Legal Evidence 
A thorough review of Article 7 of the GDPR and the concomitant recitals regarding consent does not reveal or imply that controllers who 
will rely on consent should not be named nor does it draw a distinction between controllers and processors in this respect. There is no 
corroborative evidence to support the position taken by WP29. It’s our view that, in the absence of any primary or corroborative evidence 
in the GDPR, WP29’s interpretation of “informed” within Article 4 (11) is flawed. It’s our view that specifically naming third parties is not 
the intention of the GDPR and that the “informed” criterion is adequately met by categorising third parties. 

We believe there is corroborative evidence to support our view. When one studies Articles 13(1)(e) and 14(1)(e) of the GDPR, the controller 
is under an obligation to provide the data subject with information detailing, “…the recipient or categories of recipients of the personal 
data”. The GDPR clearly envisages that describing recipients by category alone is an adequate way of informing data subjects of the use 
of their personal data. WP29 acknowledges that such an approach would be sufficient in relation to processors but the guidance fails to 
explain why such an approach would not be compliant with Articles 13 and 14 of the GDPR in relation to controllers.

Lack of Practical Evidence
At no point has evidence been generated to support the proposition that data subjects are better informed (and therefore more able to 
make decisions about whether to consent or not) when presented with lists of businesses. Naming third parties is, in our view, likely to 
cause more rather than less confusion for data subjects, particularly if the lists are very long. Equally, it is possible for a company name to 
disguise the brand identity of the company or its operations: for example many franchisee companies will not reference the brand’s name 
at all. The effect of this is that data subjects may be faced with lists of meaningless company names. 

It’s our view that forcing businesses to name third parties will unnecessarily confuse data subjects. Data subjects would be better served by 
categories of companies, whether divided by sector or size or geography.  Adding long lists of named third parties is likely to make some 
consent notices or fair processing notices more, not less, complicated for data subjects and it seems inconsistent with the move by the 
European Commission in the draft e-Privacy Regulation to scale back the use of cookie notices on websites due to their ineffectiveness. In 
our opinion, there will be occasions where data subjects would be better served by a consent or privacy notice that contains a well-drafted, 
specific and tailored description of the categories of third parties relying on the consent rather than a list of the applicable third parties.



Inconsistencies with National Supervisory Authority Guidance
The distinction that is drawn between controllers and processors is particularly concerning when it is compared to the UK’s Information 
Commissioner’s Office (“ICO”) draft guidance on consent published on 31 March 2017. The ICO’s draft guidance states, “name your 
organisation and any third parties who will be relying on consent – even precisely defined categories of third-party organisations will 
not be acceptable under the GDPR”. It does not differentiate between controllers and processors nor does it reconcile with WP29’s 
Draft Guidance. According to the ICO, precisely defined categories of third parties, even if those third parties are processors, would not 
be sufficient to enable a data subject to make an informed decision. There is clearly a significant inconsistency between WP29’s draft 
guidance and the ICO’s draft guidance that must be addressed and clarified. 

Commercial Impact on Direct Marketing 
The requirement to name third parties is also causing major commercial impacts upon businesses. In particular, large corporate entities 
are concerned that the requirement will limit their ability to transfer personal data to new third parties, not legally formed at the time 
consent was obtained, but who are able to offer new, more competitive products and services than those whose name is featured on 
the list. Any reasonable observer would recognise the commercial benefit of enhanced competition and the dynamic ability of the data 
controller to determine where and when the personal data is shared. The practical effect of the Draft Guidance is that data subjects’ 
interests are hindered by unnecessarily burdensome rules promulgated by WP29. Businesses, large and small, rely on effective direct 
marketing in order to generate revenue and, certainly for large corporates, making even minor changes to the method of obtaining 
consent can have a disproportionately negative correlation upon sales.

Unresolved Statements
We are also concerned by WP29’s statement that, depending on the circumstances and context of the case, more information may be 
needed to allow the data subject to understand the processing operations . This statement fails to reach a logical resolve. In particular, 
does WP29 mean that there may be occasions where specific categories of third party processors may not be sufficiently clear to enable 
a data subject to make an informed decision? And does it follow that data processors may in some contexts need to be named? If the 
answer to this is “yes”, it must be logically possible for controller-to-controller sharing to take place in reliance on specific categorisation 
alone where the categories provide sufficient information to the data subject. Why has WP29 determined to proffer separate treatment 
of processors and controllers without justifying the reasons for this? We ask WP29 to clarify this statement and to provide further 
information with relevant examples.

Conclusion for Issue 1 
The requirement to name third parties who are also relying on consent to process the data subject’s personal data is causing significant 
commercial concern. WP29’s clarification that this should apply to controllers only is welcomed but it is inconsistent with the approach 
of the ICO and further information is needed. Given that it is now (at the time of writing) just 4 months until the GDPR comes into effect, 
we ask WP29, the ICO and other regulators to take a unified approach and to overcome the existing significant inconsistencies in order 
to give businesses sufficient time to comply with the requirements prior to 25 May 2018. In our opinion, data subjects would, at least at 
times, be better served by specific descriptions of categories of third party controllers and processors and we ask WP29 to reconsider the 
requirement to name third party controllers before its final guidance is published.

ISSUE 2: INFORMED CONSENT – LAYERING OF NOTICES

The Draft Guidance says:
“For consent to be informed, it is necessary to inform the data subject of  certain elements that are crucial to make a choice. Therefore, WP29 
is of  the opinion that at least the following information is required for obtaining valid consent: (i) the controller’s identity, (ii) the purpose 
of  each of  the processing operations for which consent is sought, (iii) what (type of ) data will be collected and used, (iv) the existence of  the 
right to withdraw consent, (v) information about the use of  the data for decisions based solely on automated processing, including profiling, 
in accordance with Article 22 (2), and (vi) if  the consent relates to transfers, about the possible risks of  data transfers to third countries in the 
absence of  an adequacy decision and appropriate safeguards (Article 49 (1a)).” 

Our Response
It is our view that the paragraph above is interpretative overreaching on the part of WP29 because it is inconsistent with what the GDPR 
intended, is inconsistent with other sections of the guidance and ultimately risks confusing controllers’ as to how to establish informed 
consent.  



Conclusion for Issue 2
Our view is that the Recital 42 interpretation of what should “at least” be set out in the first layer of the privacy notice is correct. The 
remaining elements of Art 13 and/or Art 14 should be included in a secondary layer, e.g. a detailed Privacy Policy. Anything more than this 
creates an unrealistic and confusing burden on businesses, whilst at the same time presenting data subjects with too much information 
at the point of collecting consent which they are less likely to read and engage with.

Inconsistency with GDPR
Articles 13 and 14 of the GDPR respectively set out what information must be presented where personal data are collected from the data 
subject or have not been obtained from the data subject. However, Recital 42 states:

“For consent to be informed, the data subject should be aware at least (our emphasis) of the identity of the controller and the purposes 
of the processing for which the personal data are intended.” 

It seems there is a contradiction between Recital 42 and the guidance as to what is to be considered “at least” required for consent to be 
informed. This inconsistency is also found within the Draft Guidance itself when one studies the examples on page 10 and footnote 39. It 
is our view that the issue about the minimum amount of information that a controller must provide to data subjects is confused by the 
Draft Guidance. We ask WP29 to revisit this issue in the Draft Guidance to ensure that there is no inconsistency with what “at least” means 
when first contact is made with a data subject. We agree with the points made in footnote 39, but critique WP29 for failing to make the 
points more clearly in the main body of the Draft Guidance. 

It’s our view that:

• Only the identity of the controller and the purpose of the processing are within the minimum requirements envisaged by the GDPR; 
and

• The additional categories of Article 13 and 14 information can be provided   at another point in time, provided they comply with all 
other requirements of the GDPR.  

Lack of practical application
Whilst it is clear that information relevant for making informed decisions may not be hidden in general terms and conditions, the guidance 
suggests “layered and granular information can be an appropriate way to deal with the two-fold obligation of being precise and complete 
on the one hand and understandable on the other hand.”  We agree that layering is an important element of providing informed consent 
in a clear manner. It would surely not be practical to set out elements (i) – (vi) of the guidance above on the first information layer of the 
privacy notice. Indeed the guidance itself goes on to say “informed consent can exist, even when not all (our emphasis) elements of Art 13 
and/or 14 are mentioned in the process of obtaining consent” 

This statement fails to clarify what controllers ought to do and leaves them without useful guidance about what to present to data subjects 
and which layer of a privacy notice is the appropriate layer for the information to be presented at. We call on WP29 to resolve these issues 
in the Draft Guidance and to help provide better, more meaningful, examples showing when and how layering is effective. 

ISSUE 3: DELAYING GUIDANCE

Our Response
For many businesses, the issue of consent is of first importance for GDPR compliance. It ranks above other issues such as appointment of 
a data protection officer or other topics on which guidance has been finalised. Failing to prioritise this guidance, both at a national and 
European level, has caused and continues to cause significant issues for businesses. It is our view that this delay is unacceptable. We call 
on WP29 to set out and honour a grace period during which enforcement under the new penalty regime is suspended for issues regarding 
consent. This period should be at least 6 months from May 2018.



The Draft Guidance says:
“[…] as the GDPR requires that a controller must be able to demonstrate that valid consent was obtained, all presumed consents of  which 
no reference are kept will automatically be below the consent standard of  the GDPR and will need to be renewed.” 

Our Response
Regarding the section of Draft Guidance identified above and “Example 15” page 20 of the Draft Guidance, please confirm whether this 
applies to oral consent obtained either over the telephone or face to face which has been evidenced by a note or memo written by the 
party seeking to rely on such consent?  

“WP29 recommends as a best practice that consent should be refreshed at appropriate intervals. Providing all the information again 
helps to ensure the data subject remains well informed about how their data is being used and how to exercise their rights.”  Regarding 
the above section, please clarify as to how this consent can be refreshed. For example, if consent was initially obtained orally would 
consent obtained electronically suffice? 

We also believe that businesses would benefit from an explanation of why consent is not required by the draft e-Privacy Regulation  
regarding soft-opt in. This area of the law is considered to be confusing by many businesses, particularly SMEs. We appreciate that it is 
theoretically distinct from the strict doctrine of consent set out in the GDPR, but we believe that WP29 should set this aside and address 
the issue here in order to help businesses with compliance. We also think it would be inappropriate for WP29 to attempt to delay this 
advice by suggesting that further guidance regarding legitimate business interests and/or e-Privacy Regulation will be prepared in the 

future; this guidance is needed now and we refer you to Issue 3.

Conclusion for Issue 4

We think that it would be helpful if there were some examples and further guidance as to what would constitute “appropriate intervals” 
especially considering neither the GDPR nor the Draft Guidance has provided a time limit for validity of consent. We appreciate that 
prescriptive timescales would not fit with the purposive interpretation of the GDPR, but we do not believe it is therefore beyond official 
discussion, particularly as WP29 and national supervisory authorities expect businesses to hold these discussions themselves. We call on 
WP29 to assist businesses in determining how long consent remains valid. We also call on WP29 to add a section to the Draft Guidance to 
summarise how it envisages consent operating with the draft e-Privacy Regulation and the rules regarding soft-opt in, so as to support 
businesses in deciphering this esoteric area of the law. 

ISSUE 5: CHILDREN AND EDUCATION

Our Response
Whilst there is a separate section in the consultation paper which covers the topic of children and consent, which we welcome, the 
consultation paper is silent on how the new requirements around consent and children impact the education sector. This is an area 
which will obviously be impacted and yet there is no mention of this which makes it difficult for schools, academies and similar 
institutions to follow.

For example, as schools move towards technological solutions to assist them with their data processing of student data, how does 
Article 8 of the GDPR impact on this?

We ask the ICO to include provisions in the guidelines which are relevant to, and which can be followed by, the education sector. In 
particular, we suggest that the guidance addresses or, as a minimum explores, the question as to whether “information society services” 
offered “directly” to a child in Article 8 of the GDPR include online learning resources procured by schools (of which there are many 
various types).

ISSUE 4: REPERMISSIONING OF CONSENT



ISSUE 6: CROSS-BORDER ISSUES IN RELATION TO CHILD CONSENT
Your Draft Guidance says:
“The controller must be aware of  those different national laws, by taking into account the public targeted by its services. In particular 
it should be noted that a controller providing a cross-border service cannot always rely on complying with only the law of  the Member 
State in which it has its main establishment but may need to comply with the respective national laws of  each Member State in which it 
offers the information society service(s). This depends on whether a Member State chooses to use the place of  main establishment of  the 
controller as a point of  reference in its national law, or the residence of  the data subject. First of  all the Member States shall consider the 
best interest of  the child during making their choice. The Working Group encourages the Member States to search for a harmonized solution 
in this manner”  

Our Response
Whilst the paragraph of Draft Guidance quoted above rightfully flags an important practical issue for organisations, we feel that it 
merely addresses the problem but does not guide organisations as to what is the best approach. We feel that there is an opportunity 
here for WP29 to explore examples where a controller in one Member State with one age threshold offers an information society service 
to data subjects in a Member State with a higher age threshold and offer practical solutions. 

If the best interests of the child is paramount, surely it must follow that the controller offering information society services in multiple 
countries should consider, as a practical and technological solution, implementing measures which ensure that, out of all the Member 
States to which the controller offers the service, it ensures that the minimum age of consent matches the age of consent prescribed by 
the Member State which imposes the highest age. This approach would ensure that the controller is compliant in all Member States 
in which it is operating. There would of course be exceptions to this approach and there is no one-size-fits-all. But at least it offers 
organisations some guidance about what they should be doing practically in such a scenario.

ISSUE 7: PRACTICAL SOLUTIONS TO OBTAIN A CHILD’S CONSENT VERIFYING 
PARENTAL CONSENT

Our Response
We feel that there is an opportunity here for WP29 to provide more practical solutions in relation to obtaining a child’s consent and 
verifying a parent’s consent. Currently, there is only one example  and we would welcome further examples. The example given is 
arguably flawed because it assumes the actions of the child to be honest. Theoretically, a child could pass Step 1 by lying about his or 
her age. We call on WP29 to provide guidance on what happens in this context?

The footnote on page 26 arguably provides a more practical solution although this is not without its flaws either. For example, a child 
could appropriate a parent’s credit card to make the payment.

Your Draft Guidance says:
“It is up to the controller to determine what measures are appropriate in a specific case. As a general rule, controller should avoid 
verification solutions which themselves involve excessive collection of  personal data”  

On reading this paragraph, the controller is in an unfortunate position where it must devise a solution in order to be compliant with 
Article 8(2) but not be excessive in the process. If the controller follows the solution presented in example 17, it is arguably already 
conceding that the solution is compliant on paper but runs the risk of not actually working in practice and therefore not satisfying 
Article 8 (2) GDPR.  What would be helpful is a list of suggested practical solutions which are appropriate to the risk which the 
controller is looking to mitigate. For example, a more costly and time-consuming consent process should be considered where the risk 
of processing is higher. We feel that, as an absolute minimum (and in the absence of a list of suggested practical solutions) WP29 ought 
to be admitting the flaws in its example as highlight in this consultation response. 

If you would like more information on this topic, or if you have any questions about our response, you can get in contact with Matthew 
Holman, or you can give us a call on 0345 070 6000. 
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