
RESPONSES TO THE INFORMATION 
COMMISSIONER’S OFFICE CONSULTATION 

Your consultation paper says:

“Under the GDPR, the contact requirements are wider and are no longer confirmed to just ensuring the security of personal data. They are 
aimed at ensuring and demonstrating compliance with all the requirements of the GDPR. The GDPR sets out specific terms that must be 
included in your contracts, as a minimum.” (page 5 of the draft guidance)

Regarding the section of guidance identified above, we believe it is unclear and risks confusing the due diligence requirements for 
controllers.  

Theoretical Issues:

Is it correct to state that the GDPR, in particular Article 28, is aimed at ensuring compliance “with all the requirements of the GDPR” in the 
context of a controller and processor agreement? There are various extremes on the scale of compliance and so this creates theoretical 
issues of construction as follows:

• is the underlined sentence to be construed narrowly, meaning that a controller should be able to demonstrate that a processor 
complies with all the requirements of the GDPR only as it relates to the processor’s processing of the controller’s data?

• is the underlined sentence to be construed widely, meaning that a controller should be able to demonstrate that a processor complies 
with all the requirements of the GDPR, even where those requirements are not directly related to processing of the controller’s data 
but encapsulate other businesses’ data too?

• is the underlined sentence to be construed very widely, meaning that a controller should be able to demonstrate that all aspects of 
the processor’s business are compliant with the GDPR, even to the extent of its internal operation regarding handling of completely 
unconnected data such as employee data?

Practical Issues: 

Whichever of the various interpretations the ICO selects, we ask the ICO to consider how it could provide better guidance about how 
businesses of all sizes are expected to demonstrate the compliance of processors in the online environment, particularly those processors 
over which the controller may have no commercial influence (such as Microsoft, Amazon, Google etc). Issues presented by our clients, 
contacts and other privacy professionals include things such as:

• How is a controller to demonstrate compliance in practice?

• What practical examples can the ICO provide of due diligence being undertaken that complies with the new requirements?

• If the ICO were to critique a business for not adequately investigating a processor’s compliance with the GDPR, what things are most 
likely to be critiqued?

• What is a reasonable amount of time and cost to spend on due diligence investigations for routine processing arrangements?

• Does the ICO intend to apply a proportionality test when assessing compliance with Article 28, meaning that the extent of due 
diligence is proportionate to the volume of data, nature of the processing, the number of data subjects affected etc?

• Does the ICO intend to produce a pro forma due diligence enquiry form which SMEs can rely on when trying to comply with Article 28?

Our View: 

We believe  that the first (narrowest) interpretation is correct and that anything more than this creates an unrealistic burden on businesses, 
particularly SMEs. We also believe that the GDPR was not intended to create overreaching self-policing by controllers, which is essentially 
what the wider interpretations set out above are likely to create. 

ISSUE 1: DUE DILIGENCE 



ISSUE 2: LIABILITY AND FINANCIAL CONSEQUENCES OF COMPLIANCE 

The generality of the obligations under Article 28 (3) could have significant unforeseen commercial consequences. For example: 

• under Article 28 (3)(e), (f) and (h), a processor could be locked in to its obligation to: (1) assist the controller with its obligation to 
respond to requests from data subjects under Chapter III of the GDPR; (2) assist the controller to comply with its obligations under 
Articles 32 to 36 of the GDPR; and (3) contribute to audits to demonstrate compliance with its obligations under Article 28. All of 
these obligations could be time consuming and costly for processors without further clarity as to the extent to which the obligations 
apply. At the very least, we would expect a processor to require some comfort from the controller that it will meet the processor’s 
reasonable costs of complying with these provisions. However, such a provision could be deemed to be a limitation or derogation 
from the general obligations under Article 28 (3). Your draft guidance is silent on these points. 

• whether the controller deletes or returns all personal data, after the end of the provision of services, could be materially important 
to the controller or processor. The controller may wish to elect from the outset whether it will require the processor to delete or 
return personal data at the end of the provision of the services. In theory, this could be deemed to be a derogation from the general 
obligation under Article 28 (3) (g) and it is not clear to what extent that it is possible for the controller and processor to come to such 
an agreement without risking non-compliance with Article 28 (3). Your draft guidance is silent on these points. 

Our view: 

We ask the ICO to include provisions in the guidance which explain to businesses the extent to which commercial derogations are 
permitted to Article 28 (3) wording. We would expect the controller and processor to be able to clarify, from the outset, the extent of their 
obligations under Article 28 (3). 

ISSUE 3: PROCESSOR’S UNDERSTANDING OF GDPR

Your consultation paper says:

“It would also be prudent to make sure that your processor understands the reasons for the changes and the new obligations that the GDPR 
puts on it. Your processor should understand that it may be subject to an administrative fine or other sanction if it does not comply with 
its obligations.”  (page 6 of the draft guidance)

We would like the ICO to clarify the exact extent of the duty imposed on a controller to ensure that a processor “understands the reasons 
for the changes the new obligations that the GDPR puts on it.” 

There is a broad spectrum of issues that could be interpreted from the above, for example:

• would it be OK for a controller to obtain contractual commitments (in addition to Article 28 (3)) which say that the processor will 
undertake to understand the impact of the GDPR and the changes it brings?

• would it be sufficient for the controller to refer the processor to the ICO’s website?

• would more detail about notification of changes, new obligations and sanctions suffice?

• would the controller have to carry out audits of the processor to ascertain if processor has an adequate understanding of the GDPR?

A liberal interpretation of the guidance may create an unrealistic burden for businesses, particularly SMEs and especially if a controller uses 
a large number of processors. A narrower interpretation would be more commercially sensible. At a theoretical level, a broad interpretation 
(whether one understands something) is highly subjective and is unlikely to advance the rights and freedoms of data subjects. We suggest 
that the ICO considers exploring whether processors provide controllers with a standardised, self certification which demonstrates to the 
controller that it does understand the reasons for the changes and the new obligations that the GDPR imposes.  

To assist, we draw the ICO’s attention to the Civil Procedure Rules where an equivalent regime exists in the context of experts. CPR 35.10 
states that an expert’s report must comply with the requirements set out in Practice Direction 35 and at the end of an expert’s report there 
must be a statement that the expert understands and has complied with his or her duty to the court. An expert must state as follows:

“I confirm that I have made clear which facts and matters referred to in this report are within my own knowledge and which are not. 
Those that are within my own knowledge I confirm to be true. The opinions I have expressed represent my true and complete professional 
opinions on the matters to which they refer.”

This point is corroborated by Recital 81 GDPR which states that a controller should select a processor based on their “expert knowledge, 
reliability and resources”. We suggest that it is more prudent for a processor to affirm that they are an expert with the requisite knowledge, 
reliability and resource, as opposed to insisting that a controller make this determination for itself without standardised empirical evidence.

Our View:

We believe that controllers and processors would be assisted by the ICO providing a standardised method of addressing whether a processor 
has adequate levels of knowledge. We ask the ICO to prepare such standards to help businesses with the burden of the GDPR. 

At the very least, the ICO’s final guidance should provide examples of the level of understanding to be imparted on a controller that would 
be deemed adequate (the current draft contains no examples.)



ISSUE 4: POTENTIALLY MISLEADING BUSINESSES ABOUT THE TASK OF UPDATING CONTRACTS 

Your consultation paper poses the question:

“Is this a big change? This depends on what your contracts say about processing” (page 4 of the draft guidance).

This is potentially misleading to all but the largest and best resourced businesses which have data privacy specialists. The commercial 
reality of commercial contracts in the UK is that:

• the majority will not contain adequate wording which discharges the requirements of Article 28 (3) (indeed, the majority of them 
were drafted before Article 28 (3) was even finalised);

• most will only have a nominal reference to data protection, meaning that inserting Article 28 (3) wording will constitute a big change;

• it is difficult to re-open the issue of data processor clauses without opening connected issues such as charges, liability 
and indemnities for data protection risks, which is likely to mean for most businesses that this is a big change.  

Our View:

We call on the ICO to be realistic with UK businesses. We would prefer the guidance to say: “Is this a big change? There is a high likelihood 
that you will need to insert new wording into your contracts unless you have already made sure they are GDPR compliant. If you haven’t, 
you will need to make sure they are GDPR compliant by 25 May 2018 and you should be prepared for additional commercial issues and 
delays that may arise from negotiations about controller to processor wording.” 

ISSUE 5: THE PROBLEM OF STANDARDISED TERMS AND CONDITIONS  

Your consultation paper says:

“Article 28.3 firstly states that the contract (or other legal act) must include the following details about the processing:

• the subject matter;

• how long it is to be carried out for;

• what processing is being done;

• its purpose;

• the type of personal data;

• the categories of data subjects; and

• the obligations and rights of the data controller

You therefore need to be very clear from the outset about the extent of the processing that you are contracting out, and you can’t use very 
general or ‘catch all’ contract terms” (page 13 of the draft guidance).

This part of the guidance fails to take into account the common commercial reality of most contracts in the UK which are undertaken on 
standard terms. The English common law system has a long and reasonably certain history as to how business-to-business agreements 
function on standard terms. We do not believe that the ICO is suggesting that businesses are to move away from this established model at 
great cost and expense to themselves (please confirm if this assumption is incorrect.) This issue is particularly prevalent for the providers 
of online IT services. 

We call on the ICO to clarify the statement in the guidance and to explain how it expects businesses to comply with this obligation in the 
course of common business which involves personal data. 

 
Our View:

We believe that there should be a degree of flexibility in the interpretation of the preamble to Article 28 (3) so that business are able 
to strike a balance between the continued use of standard contract terms and the need to document the variables of each contractual 
arrangement. At the very least the ICO should provide examples to businesses about how they believe this should be interpreted for 
routine online contracts. 
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